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(a) Destroy by any method that pre-
vents compromise, such as tearing,
burning, or shredding, so long as the
personal data is not recognizable and
beyond reconstruction.

(b) Degauss or overwrite magnetic
tapes or other magnetic medium.

(c) Dispose of paper products through
the Defense Reutilization and Market-
ing Office (DRMO) or through activi-
ties who manage a base-wide recycling
program. The recycling sales contract
must contain a clause requiring the
contractor to safeguard privacy mate-
rial until its destruction and to pulp,
macerate, shred, or otherwise com-
pletely destroy the records. Originators
must safeguard Privacy Act material
until it is transferred to the recycling
contractor. A federal employee or, if
authorized, a contractor employee
must witness the destruction. This
transfer does not require a disclosure
accounting.

Subpart H—Privacy Act
Exemptions

§ 806b.27 Requesting an exemption.
A system manager who believes that

a system needs an exemption from
some or all of the requirements of the
Privacy Act should send a request to
SAF/AAIA through the MAJCOM or
FOA Privacy Act Officer. The request
should detail the reasons for the ex-
emption and the section of the Act
that allows the exemption. SAF/AAIA
gets approval for the request through
SAF/AA and the Defense Privacy Of-
fice.

§ 806b.28 Exemption types.
(a) A general exemption frees a sys-

tem from most parts of the Privacy
Act.

(b) A specific exemption frees a sys-
tem from only a few parts of the Pri-
vacy Act.

§ 806b.29 Authorizing exemptions.
Only SAF/AA can exempt systems of

records from any part of the Privacy
Act. Denial authorities can withhold
records using these exemptions only if
SAF/AA previously approved and pub-
lished an exemption for the system in
the FEDERAL REGISTER. Appendix C of

this part lists the systems of records
that have approved exemptions.

§ 806b.30 Approved exemptions.

Approved exemptions exist under 5
U.S.C. 552a for:

(a) Certain systems of records used
by activities whose principal function
is criminal law enforcement (sub-
section (j)(2)).

(b) Classified information in any sys-
tem of records (subsection (k)(1)).

(c) Law enforcement records (other
than those covered by subsection
(j)(2)). The Air Force must allow an in-
dividual access to any record that is
used to deny rights, privileges or bene-
fits to which he or she would otherwise
be entitled by federal law or for which
he or she would otherwise be eligible as
a result of the maintenance of the in-
formation (unless doing so would re-
veal a confidential source) (subsection
(k)(2)).

(d) Statistical records required by
law. Data is for statistical use only and
may not be used to decide individuals’
rights, benefits, or entitlements (sub-
section (k)(4)).

(e) Data to determine suitability, eli-
gibility, or qualifications for federal
service or contracts, or access to clas-
sified information if access would re-
veal a confidential source (subsection
(k)(5)).

(f) Qualification tests for appoint-
ment or promotion in the federal serv-
ice if access to this information would
compromise the objectivity of the tests
(subsection (k)(6)).

(g) Information which the Armed
Forces uses to evaluate potential for
promotion if access to this information
would reveal a confidential source
(subsection (k)(7)).

Subpart I—Disclosing Records to
Third Parties

§ 806b.31 Disclosure considerations.
Before releasing personal informa-

tion to third parties, consider the con-
sequences, check accuracy, and make
sure that no law or directive bans dis-
closure. You can release personal infor-
mation to third parties when the sub-
ject agrees orally or in writing. Air
Force members consent to releasing
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4 See footnote 1 to section 806b.11, of this
part.

their home telephone number and ad-
dress when they sign and check the ‘Do
Consent’ block on the AF Form 624,
‘Base/Unit Locator and PSC Directory’
(see AFI 37–129 4, ‘Base and Unit Per-
sonnel Locators and Postal Direc-
tories’).

(a) Before including personal infor-
mation such as home addresses, home
phones, and similar information on so-
cial rosters or directories, ask for writ-
ten consent statements. Otherwise, do
not include the information.

(b) You must get written consent be-
fore releasing any of these items of in-
formation:

(1) Marital status.
(2) Number and sex of dependents.
(3) Gross salary of military personnel

(see § 806b.32 for releasable pay infor-
mation).

(4) Civilian educational degrees and
major areas of study.

(5) School and year of graduation.
(6) Home of record.
(7) Home address and phone.
(8) Age and date of birth.
(9) Present or future assignments for

overseas or for routinely deployable or
sensitive units.

(10) Office and unit address and duty
phone for overseas or for routinely
deployable or sensitive units.

§ 806b.32 Disclosing information for
which consent is not required.

You don’t need consent before releas-
ing any of these items:

(a) Information releasable under the
FOIA.

(b) Information for use within the
Department of Defense by officials or
employees with a need to know.

(c) Name.
(d) Rank.
(e) Grade.
(f) Air Force specialty code (AFSC).
(g) Pay (including base pay, special

pay, all allowances except Basic Allow-
ance for Quarters (BAQ) and Variable
Housing Allowance (VHA)).

(h) Gross salary for civilians.
(i) Past duty assignments.
(j) Present and future approved and

announced stateside assignments.
(k) Position title.

(l) Office, unit address, and duty
phone number.

(m) Date of rank.
(n) Entered on active duty (EAD)

date.
(o) Pay date.
(p) Source of commission.
(q) Professional military education.
(r) Promotion sequence number.
(s) Military awards and decorations.
(t) Duty status of active, retired, or

reserve.
(u) Active duty official attendance at

technical, scientific, or professional
meetings.

(v) Biographies and photos of key
personnel.

§ 806b.33 Disclosing other information.

Use these guidelines to decide wheth-
er to release information:

(a) Would the subject have a reason-
able expectation of privacy in the in-
formation requested?

(b) Would disclosing the information
benefit the general public? The Air
Force considers information as meet-
ing the public interest standard if it re-
veals anything regarding the oper-
ations or activities of the agency, or
performance of its statutory duties.

(c) Balance the public interest
against the individual’s probable loss
of privacy. Do not consider the request-
er’s purpose, circumstances, or pro-
posed use.

§ 806b.34 Agencies or individuals to
whom the Air Force may release
privacy information.

The Air Force may release informa-
tion without consent to these individ-
uals or agencies:

(a) Agencies outside the Department
of Defense for a Routine Use published
in the FEDERAL REGISTER. The purpose
of the disclosure must be compatible
with the purpose in the Routine Use.
When initially collecting the informa-
tion from the subject, the Routine Uses
block in the Privacy Act Statement
must name the agencies and reason.

(b) The Bureau of the Census to plan
or carry out a census or survey under
13 U.S.C. 8.

(c) A recipient for statistical re-
search or reporting. The recipient must
give advanced written assurance that
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